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Police DNA databases can only be truly effectivent a legal standpoint, in the fight against
serious national and cross-border crime, in padicarganised crime and terrorism, if the regulatio
thereof meets three requirements: first, the DNAl@wce must be lawfully obtained; second, the DNA
evidence must be obtained as reliably as posaitde lastly, the DNA evidence must be admissibli@
relevant court of law. However, given that whagfer to as "the technology of DNA databases" idetu
three phases, namely, the first phase of colleafdhe DNA sample; the second phase of analysibef
DNA profile in the laboratory and, finally, the tHiphase of processing of DNA data in a databass s
DNA evidence will only be admissible in criminalgmeedings, if it was obtained lawfully, as reliably
possible and in compliance with the necessary reménts of admissibility in each and every onehef t
three phases.

In accordance with said methodological approadk, ghper will focus on compliance with the
required lawfulness of evidence, namely that ewders obtained with the highest respect for
fundamental rights which may be affected in eaclsphalthough confined to the above-mentioned third
phase concerning the processing of data in the Didtabase. To this end, we will analyse the laws
governing the activities involved in said procegsiand, where applicable, the legislation on data
protection, mainly from the standpoint of the funaatal right to the protection of personal data, to
determine whether said activities respect said.righ

The first step to achieving this objective is thaeritification and initial analysis of data
protection laws on the three primary levels thaythpply, specifically, the international levelt timited
to international agreements between EU Member Statd third countries, the European Union level and
the national level. This identification and initiahalysis is not without difficulties given the tege of
legislation adopted in this field and the differestopes of application, indicating a clear lack of
harmonisation of the level of data protection inteaf the three said levels, as well as betweem tfide
foregoing notwithstanding, | will begin this papeith an explanation of the motivation behind thisriv
and close with my preliminary conclusions.

[.MOTIVATION BEHIND THE WORK

The legislation and standards governing DNA datadasternationally, and on
the European and national levels, aims to imprbeefight against major national and
cross-border criminal activity, in particular orgsed crime and terrorism,. To this end,
the relevant institutions across the three indatdéwvels are adopting rules aimed at
ensuring that police DNA databases provide an &¥@¢ool in the fight against serious
crimes. One of the measures to this end is theratad consultation and comparison of
the two types of DNA profiles in the databases:itlentified profiles, which are those
taken from the body of the accused, and the unitehprofiles, that is, those left at the
scene of a crime. The automated search is intetuledhieve a match between DNA
profiles, in particular, between an unidentifiedofge and an identified profile or
between unidentified profiles from different crirseenes, linking the new crime with
one already in the database to one or more susg®ctartue of such a match, in the
first case, the owner of the unidentified profindoe identified, thereby identifying the
suspect who left DNA evidence at the crime scend,ia the second case, the DNA
evidence will allow investigators to link one or raocrime scenes with a single
unidentified suspect. Ultimately, DNA matching colmtites to the solving of crimes
and often represents key expert evidence, whigjetb@r with other evidence, can help
prosecutors achieve a conviction. Conversely, #lcg bf DNA match may be used as
exculpatory evidence. These are the goals soughhdyegislation on the national,
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European and international levels. But such lawelguals are far from what was
actually achieved by such legislation.

Accordingly, we are analysing the various laws cosipg the legislative
framework to answer the question that is the ultergoal of our work: whether the
police DNA databases are a truly effective toot@mbating major national and cross-
border crime. As a result of this analysis, we hmentified several legal issues that
will impede the collection of a expert DNA evidendéis, ultimately, prevents us from
asserting that the police DNA databases are a #fifctive tool in the fight against
national and cross-border crime. To jointly analylse legal problems that we have
identified and design legally well-constructed siolns based on a common framework,
we have formulated the following methodological ieggeh.

So far, we believe that DNA databases can onlyrllg effective in the fight
against major national and cross-border crime, amtiqular organised crime and
terrorism, and therefore constitute admissible expeidence, if the collection of the
evidence meets three requirements: first, the DMdesnce must be lawfully obtained;
second, the DNA evidence must be obtained as hgléabpossible and, lastly, the DNA
evidence must be admissible in the relevant coulaw. However, given that what |
refer to as "the technology of DNA databases"udek three phases, namely, the first
phase of collection of the DNA sample; the secomalsp of analysis of the DNA profile
in the laboratory and, finally, the third phasepodcessing the DNA data in a database,
which falls within the scope of this paper, consagly such DNA evidence will only
be admissible in criminal proceedings, if it wasadtred lawfully, as reliably as possible
and in compliance with the necessary requiremehtlmissibility in each and every
one of the said three phases.

In my opinion, within the EU, which is the main tec of our work, the
institutions of the European Union have adoptefedsht rules that seek compliance
with the requirements of lawfulness, greatest bdiig possible and admissibility in
each of the said three phases: 1) Regarding théullzss of evidence and the
processing phase of DNA data in the database, whaghimpact the fundamental right
to data protection, the EU has approved Councinexgork Decision 2008/977/JHA of
27 November 2008 on the protection of personal gataessed in the framework of
police and judicial cooperation in criminal mattetegether with the specific rules
applicable to the DNA data provided by Decision RDB8 (articles 24-32). In the
previous phase, referred to the collection of tiéADsample, which may affect the
fundamental rights to physical integrity, priva@nd inviolability of the home or the
right to data protection, the EU has adopted roleshe collection of samples, either
from the crime scerieor an identified persénbeing processed and an initiative is
underway for the adoption of a Directive on thedp@an Investigation Order2) With

! Framework Decision 2003/577/JHA of 22 July 2008yedoped in Spain by Law 18/2006 of 5
June, on the execution in the European Union oémrdreezing property or evidence and Framework
Decision 2008/978/JHA of 18 December 2008 on theofean evidence warrant for the purpose of
obtaining objects, documents and data for usedngadings in criminal matters And this, with preged
to that, for all matters not established therdie, €onvention on Mutual Assistance in Criminal Megt
of 29 May 2000, among others, shall apply. Seenfotet 6.

2 Article 7 of Framework Decision 2008/615/JHA.

3 Initiative of the Kingdom of Belgium, the Republi¢ Bulgaria, the Republic of Estonia, the
Kingdom of Spain, the Republic of Austria, the Rejmiof Slovenia and the Kingdom of Sweden for a
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respect to the reliability of the evidence in theraction phase of the profile, the EU
has adopted two rules: the ffrsiequires that laboratory activities be conductgd b
forensic service providers which are accreditedabgational accreditation body to
certify that such activities comply with EN ISO/IEZ025, the secondhvites Member
States, on the one hand, to use the 12 markéiBNA loci" that make up the current
European Standard Set'tdci” (ESS), and, secondly, to build up ESS analysisltes
in accordance with scientifically tested and apptb®NA technology based on studies
carried out by the ENFSI DNA working group. 3) &lation to admissibility, and in the
process of obtaining a DNA sample, there is theaive for a Directive regarding the
European Investigation Order in criminal maftel#/ith these laws the legislators seek
to prevent evidence from being inadmissible or hgwimited probative value as part of
a criminal process taking place in a Member Statetd the way in which the evidence
was obtained in another. To this end, article &2ad Directive provides that the
executing authority shall comply with the formadgi and procedures expressly
indicated by the issuing authority unless otherwpsevided in this Directive and
provided that such formalities and procedures are aontrary to the fundamental
principles of law of the executing State.

Thus, we are examining all the legal issues idetifrom the standpoint of the
above methodological approach. This means thahef three common objectives
relating to the lawfulness, greatest reliabilityspible and admissibility in each of the
three phases are to be achieved, we must conduoss-sectional study of these three
elements, across the entire three stages regatingpllection, analysis and processing
of DNA data.

In this paper will focus on compliance with the ugqd lawfulness of evidence,
namely that evidence is obtained with the highespect for fundamental rights which
may be affected in each phase, although confinatidaabove-mentioned third phase
concerning the processing of data in the DNA daebgiven that said data is

Directive of the European Parliament and of the ri@éduegarding the European Investigation Order in
criminal matters - JHA (2010) 3, published in théED 24 June 2010, C 165.

* Framework Decision 2009/905/JHA of 30 Novembertlmm accreditation of forensic service
providers carrying out laboratory activities.

® Council Resolution of 30 November 2009 on the exge of DNA analysis results. The
expansion of the number of DNA markers to 12 is duhe statistical value of DNA data corresporus t
the probability of random coincidence and is corgle dependent on the number of DNA markers
which are reliably analysed.

® |nitiative of the Kingdom of Belgium, the Republi¢ Bulgaria, the Republic of Estonia, the
Kingdom of Spain, the Republic of Austria, the Rejmiof Slovenia and the Kingdom of Sweden for a
Directive of the European Parliament and of the ri@éduegarding the European Investigation Order in
criminal matters - JAl (2010) 3, published in thdEY 24 June 2010, C 165. This initiative aims to
achieve a single new regulation, because, at préisere are numerous mutual assistance laws i forc
such as, among others, the Convention on Mutuaistasge in Criminal Matters between the Member
States of the European Union of 29 May 2000 anesroh mutual recognition, such as the Framework
Decision 2003/577/JHA of 22 July 2003, which applie the preservation of evidence obtained in
another Member State, but not its transmissiomyedsas Council Framework Decision 2008/978/JHA of
18 December 2008, which is limited to existing evide or evidence that is available in the form of
objects, documents or data, therefore, not appgécabobtaining a DNA samples because, according to
the said decision, the European evidence warramtigpplicable to evidence that does not exiss oot
directly available without further investigation mview, such as DNA samples. Conversely, bothsase
fall under the scope of the Directive currentlyngeprocessed. In this sense, one can see the "Green
Paper on obtaining evidence in criminal mattersnfrone Member State to another and securing its
admissibility", COM (2009) 624 final of 11 Novemh2009.
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considered personal. To this end, we will analyse laws governing the activities
involved in said processing and, where applicathle, legislation on data protection,
mainly from the standpoint of the fundamental righthe protection of personal data,
to determine whether said activities respect s@lt.r Specifically, the processing of
data in the DNA database includes various actwitsich as entry, organisation,
consultation, comparison, blocking, erasure orrdesbn of the profile in the database.
Given that said activities, ultimately, seek to iagb a "national” or "cross-border"
match between an unidentified profile and an idiemtiprofile, allowing the resulting
information to be incorporated, through expert enick, in an oral trail in Spain, it only
be used as evidence if it has been obtained asillgvend reliable as possible and is
therefore admissible evidence.

The first step to achieving this objective is tHentification and initial analysis
of data protection laws on the three primary leubkst they apply, specifically, the
international level, but limited to internationadraements between EU Member States
and third countries, the European Union level d&rtational level. This identification
and initial analysis is not without difficultieswgin the barrage of legislation adopted in
this field and the different scopes of applicatimicating a clear lack of harmonisation
of the level of data protection in each of the ¢hsaid levels, as well as between them.
The foregoing notwithstanding, | will begin this gea with an explanation of the
motivation behind this work and close with my pmghary conclusions.

[I. TRIPLE-LEVEL SYSTEM OF DNA DATA PROTECTION

As noted, the first step in the analysis of theskagjon on the processing of
DNA data in the database, from the standpoint & thindamental right to data
protection, is the identification and executioraofinitial analysis of said laws. In order
to carry out both tasks systematically, we willtidiguish between the three levels of
DNA data protection, the international level, liedtfor these purposes to agreements
between the EU or its Member States with third ¢oes, the European Union level
and the national level. Given that DNA data to kehanged between Member States
and third countries are also performed in relatothe three levels.

1. International level: EU or Member States and third countries

In order to combat major international crime, thésea growing need to
exchange information between states. Accordinglygecent years, new laws have been
enacted to allow the exchange and, in particulamsagltation and automated
comparison of DNA profiles through their databasgsecifically, on the international
level, we will refer to the exchange of DNA infortian between the EU and its
Member States and third States, which is govermetbiuthe specific laws adopted at
EU level and international treati®swWhich data protection laws are applicable to such

" Articles 13 and 26 of the Framework Decision 2008/ of 27 November 2008 on the on the
protection of personal data processed in the fraonkewf police and judicial cooperation in criminal
matters.

8 For example, the Convention between the KingdomSphin and the United States on
exchange of cooperation in preventing and combatirgpus crime. (Official State Gazette 225 of 17
September 2009. The U.S. has also signed simit@eatgnts with Germany and Portugal. In fact, given
the many agreements signed between EU Member Statbshe USA, an agreement is in the works
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international exchange of DNA profiles? Below wentlfy and carry out a preliminary
analysis of these laws.

Currently, there is no international system on pinetection of personal data
applicable to the international exchange of DNAfie. Despite the extraordinary
difficulty in the adoption of such a system, it necessary and the authorities are
working towards just such a system. But while nehsinternational system, the
exchange of DNA profiles with the EU or between Member States and third
countries are governed by the data protection lawshe one hand, adopted at the EU
level and, secondly, that contained in the indiaidaternational agreements.

Regarding the exchange of DNA profiles on the Elélebetween the EU or its
Member States and third countries, the questioth@fprotection regime applicable to
such data is not expressly reguldtéd Decision 2008/615, which is subsidiarily
applicable to the Framework Decision 2008/977. Bigally, the Framework Decision
regulates the transfer of DNA data by a MembereStainsmitted or made available by
another Member State to a third state or internatidody. This provides for two
different scenarios in which the requirements toniet differ: 1) when dealing with
third countries with which the EU or a Member Sta#s signed an agreement in effect
at the time the adoption of the aforementioned Exaank Decision (Article 26), and 2)
Conversely, when dealing with third countries withich the EU or a Member State
has not signed an agreement in effect at the timeraafter adoption of the said
Framework Decision. In the first case, transferatdhird country of personal data
obtained from another Member State shall be coedudh accordance with the
provisions of said Agreement, given that the Fraor&wDecision does not affect
contractual obligations and commitments, althoughapplying these agreements the
transfer must be made in accordance with the ponssof Article 13, section 1, letter
c) or Article 13, section 2, as appropriate (agtid6.1l). In the second case, the
provisions of article 13 (recital 38) would apply.

Specifically, article 13.1 establishes that Memlstates shall provide that
personal data transmitted or made available byctmapetent authority of another
Member State may be transferred to third Statesternational bodies, only if a) it is
necessary for the prevention, investigation, deteair prosecution of criminal offences
or the execution of criminal penalties, b) the reog authority in the third State or
receiving international body is responsible for pevention, investigation, detection or
prosecution of criminal offences or the executibreraninal penalties in the third state
or international organization is responsible foreiging purposes described above, c)
the Member State from which the data were obtah@igiven its consent to transfer in
compliance with its national l&%y and d) the third State or international body

between the EU and the USA on data protection énfihmework of police and judicial cooperation in
criminal matters.

° Only the article 35 includes provisions on thatiehship of this decision to other cross-border
cooperation instruments. Specifically, the Decigilistinguishes between two cases: 1) whether Member
States have signed agreements prior to this decisiovhich case they may continue to apply, and 2)
the Member States intend to sign agreements dféeadoption of the decision, in which case they may
do so if such agreements comply the objectiveb@fiecision.

19 Even article 13.2 allows the transfer of data withconsent only if transfer of the data is
essential for the prevention of an immediate amibgs threat to public security of a Member Statea o
third State or to essential interests of a MemhateSand the prior consent cannot be obtained @u go
time and the authority responsible for giving canise informed without delay.

5



concerned ensures an adequate level of proteatiorthé intended data processing,
while also providing an exception to d) in Artic8.3", although these cases seem to
be regulated in general, the decision should hasisted on their exceptional nature
and, therefore, on a more restrictive interpretéfioSimilarly, article 13.1 d) is
particularly criticisable as it does not guarantbat the data transferred effectively
enjoy an adequate level. Also, although article418@oes set out some criteria to
consider, it does not provide any mechanism tosasge adequacy, or indicate the
authority responsible for such a task. Therefdng,i$ easier to transfer personal data to
third countries than to other Member States, it oanable the "laundering of
information™?, to the extent that the competent authoritieshefNMember States could
circumvent the strict rules of data protectionansferring the data to third countries or
international bodies from which the competent atth@f another Member State could
obtain the information. In such a case, Article4t3.could eventually allow each
Member State to assess, at its discretion, thd lev@adequacy and the protection
envisaged by the third State or international badyich is detrimental to the intended
harmonisation.

Accordingly, from the standpoint of the protectiohDNA data, there are two
cases: 1) if in the case of an agreement in plaferd the adoption of Framework
Decision 2008/977, the provisions of the agreenagmiy, except as provided in Art.
26.11 of said Framework Decision, and 2) if an a&gnent is reached after the adoption
of the Framework Decision, in which case, the miovis of article 13 apply, with the
provisions of article 13.4 being especially crigmble. Therefore, in the first case, there
as many provisions on data protection and, conselyidevels of data protection as
there are agreements and, in the second, thees anany interpretations on the level of
data protection as there are transfers. In bothscag would have to make the same
criticism: the absolute lack of harmonisation i tlevel of data protection applied to
international transfers between Member States fasindl ¢ountries.

This type of criticism has been highlighted in an@oission Communicatidn
stating that the inclusion of specific provisionsgpoinciples regarding data protection in
international agreements signed between MembeesSttd third countries poses a
problem that can lead to different texts that lémeinselves to different interpretations.
Similarly, Commission states that it cannot evaudite adequacy of the level of data
protection given that the Framework Decision 20@8/@oes not allow for it unlike
Directive 95/46/EC. However, the said Directive Kicsufficient clarity on what

1 Art. 13.3 allows the transfer of data if 1) theiomal law of the Member State transferring the
data so provides because of legitimate specifierésts of the data subject or legitimate prevailing
interests, especially important public interest® da legitimate interests or if 2) the third State
receiving international body provides safeguardsciwhare deemed adequate by the Member State
concerned according to its national law.

2 This was initially regulated under Article 15 dietinitial Proposal. This has been pointed out
in the third report by the EDPS , under item 27.

13 As highlighted in the first report by the EDPShder item 101.

14 Art. 13.4 provides that "The adequacy of the lesfeprotection referred to in paragraph 1(d)
shall be assessed in the light of all the circums#a surrounding a data transfer operation or afsidta
transfer operations. Particular consideration shallgiven to the nature of the data, the purposk an
duration of the proposed processing operation arains, the State of origin and the State or
international body of final destination of the datae rules of law, both general and sectoralphad in
the third State or international body in questiowl éhe professional rules and security measureshwhi
apply.”

15 Communication from the Commission ... COM (20109 inal, pp. 16-18.
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specific conditions the national legislation mugtenfor the Commission to conduct the
evaluation. On the other hand, the Commission nttas in some Member States
adequacy is evaluated by the controller, althougimetimes after the fact, which
ultimately means that the protection risk providgda third country can be deemed
differently from one Member State to another.

Accordingly, the solution to these problems woh&lto achieve a global legal
framework on data protection as proposed by theofgan Commission in its
Communication. In fact, given that the EU legahiework on data protection has often
served as a benchmark for third countries when latigg data protection, the
Commission has taken a first step with the propagellal approach to personal data in
the EU, in its Communication to the European Pandiat, the Council, the Economic
and Social Committee and the Committee of the Rwgidn this regard, The
Commission has indicat&dthat it intends to further promote the developmefht
international legal and technical standards for firetection of personal data.
Recognizing that this work to promote a comprehendegal framework on data
protection must be without prejudice to need topadipecific regulations in the fields
of police and judicial cooperation in criminal nea# given the peculiar nature of these
fields"’, in which the exercise by individuals of certaights regarding data protection
in a particular case may compromise the investigatSpecifically, among other
courses of action, the Commission proposes to fmaeleeore EU data protection
elements, which could be used for all types ofrmadonal agreements concluded by
the EU or its Member States and also intends t@meeh its cooperation, to this end,
with third countries and international organisasipauch as the OECD, the Council of
Europe, the United Nations, and other regional msgdions; strive for the principle of
reciprocity of protection in the international acts of the Union and in particular
regarding the data subjects whose data are expoaedthe EU to third countries, but
also considers it necessary to strengthen thetutistial arrangement for better
enforcement of data protection rules and, in toistext, believes that the Commission
itself should strengthen its role, Data Protectiuthorities should strengthen their
cooperation and better coordinate their activitaas] highlights the important role that
can be played by the Article 29 Working Party. Riess to this Communication have
been diverse: on one side, very favourable to tlenf@ission’'s position and the
contribution of Article 29 Working Party and the Ykimg Party on Police and Justige
which consider international agreements as an apijgte instruments for the protection
of personal data in a global context and recogihiaethe future legal framework could
include conditions that must be included in agre@siewith third countries, in
particular, Binding Corporate Rules, while othersrev more cautious, such as the
positions maintained by the U.S. and the'®JK

On the other hand, the European Data Protectiorer8igor, which meets
annually to promote and discuss the need for reghllof data protection worldwide in
all areas, have recogni€éthis first step by the Commission, stressing thedhfor said

'6 Communication from the Commission ... COM (20109 @nal, pp. 18 & 19.

Y This is expressly stated in the Declaration 21easd to the Treaty of Lisbon.

18 This was adopted on 1 December 2009 under tlee'tite future of privacy."

¥ The contributions from the USA and UK, among osherare accessible on:
http://ec.europa.eu/justice/news/consulting_pubdie/s_consulting_0003_en.htm

2 "Resolution on the need for a comprehensive dattegtion framework" adopted by the
European Data Protection Commissioners' Conferbetak on 5 April 2011 in Brussels. The European
Data Protection Authorities previously adopted aclBeation on leadership and the future of data
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coherent and global approach and focusing, amdrey things, in the developméhof
international standards that are recognised woddwi

In short, the need to harmonise in the level ofadatotection applied to
international transfers between Member States laindl ¢tountries could be achieved by
identifying minimum standards of data protectiond amaking them binding.

2.EU Leve

In order to combat serious cross-border crime,ekehange of DNA profiles
among Member States at the EU level, among oth&ersais regulated in the Treaty
of Priim, which joined the EU acquits by virtue ofdision 2008/615/JHA and known
as the Priim Decisiéf) and further developed by Decision 2008/616/JHAuS] under
the Treaty of Prim and Decision 2008/615/JHA, MentBiates shall open and keep
national DNA analysis files for the investigatioh @iminal offences (article 2.3
have the power to conduct automated searches angacizsons of DNA profiles in
DNA databases of other Member States in order tibyvpossible matches (Articles 3
and 4%% In the case of a match, the national contact tpofnthe Member State
conducting the search will receive automated refmedata with which a match has
been found. Also, in the case of a match betwealilgs, the supply of further
available personal data and other information iredato the reference data shall be
governed by the national law (article 5). But theardpean legislator has subordinated
such exchanges to the elevation and harmonisatiDiNA data protection. To this end,
the EU has adopted legislation on data protectippliéable to DNA data which

protection in Europe adopted by the European Pyiea Data Protection Commissioners' Conference
on 23-24 April 2009 in Edinburgh, which was confadnhat the Spring Conference organised in Prague in
the Resolution on future development of data ptaecand privacy adopted by the European Privacy
and Data Protection Commissioners' Conference o3 2010. They also highlighted their interest i
the work of the Council of Europe and the OECD ba adoption of initiatives to review existing
frameworks and identify areas for modernisatiorg &me Council of Europe's Initiative to encourage
those who are not party to Convention 108 and d@dittonal Protocol, both member nations and others,
to accede to the Convention.

2 “International standards on the protection of peas data and privacy" adopted on 5
November 2009 in Madrid at the 31st Internationainférence of Data Protection and Privacy
Commissioners, as well as the "Resolution callimg the organization of an intergovernmental
conference with a view to developing a binding ringtional instrument on privacy and the protectién
personal data", adopted on October 29, 2010 insdaéon at the 32nd International Conference of Data
Protection and Privacy Commissioners.

22 Art. 35.1 states "For the Member States concertieirelevant provisions of this Decision
shall be applied instead of the corresponding gioxms contained in the Prim Treaty. Any other
provision of the Prim Treaty shall remain appliedbétween the contracting parties of the Priim yreat
Furthermore, article 36 of the Prim Decision pregidthat Member States shall take the necessary
measures to comply with the provisions of this Bieei within one year of this Decision taking effect
with the exception of the provisions of Chapter ithwespect to which the necessary measures shall b
taken within three years of this Decision and tlei@il Decision on the implementation of this Démis
taking effect, which was on the twentieth day faling its publication in the OJEU on 6/8/2008.

% As established in both the Treaty and the Decjsiba national files shall include reference
data that will contain DNA profiles obtained by then-coding part of DNA and a reference number.
Reference data shall not contain any data from lwthie data subject can be directly identified.

24 According to the ENFSI document on DNA-databas@agament 2010, at the time of this
paper, Austria, Germany, Spain, Luxembourg, FratieeNetherlands (some of the Parties to the Treaty
of Prim), Finland Bulgaria and Romania were exchrapgDNA profiles. Available at
http://www.enfsi.eu/page.php?uid=98




coexists with other previously approved laws. Thé&sgs and our initial analysis
follow.

In fact, in order to elevate and harmonise the ll@fedata protection, the
European legislator has adopted rules on datagtiateapplicable to DNA data. These
provisions are contained in Decision 2008/615, Wwhastablishes specific rules for
DNA data (arts. 24-32) as well as rules applicaldepersonal data contained in
Framework Decision 2008/977, which apply subsitligirticle 28 of the Framework
Decision 2008/977). However, the Framework Deci608/977 does not replace the
rest of the data protection rules, but coexisth wiher sectoral legislative instruments
adopted within the framework of police and judict@loperation in criminal matters,
such as those regulating the functioning of Eurppalojust, the Schengen Information
System (SIS) and Customs Information System (CV@)ich either refer to data
protection instruments of the Council of Europe establish a specific protection
system. Also, in the field of police and judicialaperation, all Member States have
endorsed the recommendation of the Council of Eard. R (87) 15, which
establishes the principles of Convention 108 far plolice sector, although it is not a
legally binding instrument.

Again, we would highlight that the lack of harmatien on the level of data
protection can be overcome if the initiative putward by the Commission for a
comprehensive approach to the protection of petsdata is successful. This new
global approach meets the challenges of globadisathd new technologies and has its
legal basis in the Treaty of Lisbon. Indeed, theaty of Lisbon, by removing the pillar
structure of the EU has established a new legas baisbroader protection of personal
data in all EU policies, in view of the provision$ article 16 of the Treaty on the
Functioning of the European Union. In this contaxd based on article 8 of the Charter
of Fundamental Rights of the EU, the CommisSidmas highlighted the need for a
"general protection system" and "strengthen theogean Union's position regarding
personal data protection in the field of all EUipes, including the police repression
and crime prevention. " Therefore, the Commissidaedf® it will consider whether to
extend the application of general rules of dataegmtmn in the areas of police and
judicial cooperation in criminal matters. And thss without prejudice, as previously
indicated, to the fact that the field of police guadicial cooperation in criminal matters
must have Specific rules given the specific natofethese fields as indicated in
Declaration 21 annexed to the Treaty of Lisbon.

Having identified the laws governing data protectiove performed an initial
analysis from the standpoint of the fundamentditrip personal data protection. This
analysis is of particular interest given thiae Treaty of Lisbon not only introduces
Articles 16 and 39 TFEU regulating the right to adgtrotection, but also provides
Article 8 of the Charter of Fundamental Rightstoé European Union (Article 6 TEU),
which recognises personal data protection as aafuedtal right and is binding. But
first | would like to highlighta problem that also indicates the need to harracthis

% Communication from the Commission to the EuropRariiament, the Council, the Economic
and Social Committee and the Committee of the RexggitA comprehensive approach on personal data
protection in the European Union", COM (2010) 6b&f of 4.11.2010, which refers to the Commission
Communications on the Stockholm Programme - COBD®2 262, 10 June 2009 and the Stockholm
Action Plan - COM (2010) 171, 20 April 2010.

% Communication from the Commission... COM (20109 @@al, p. 16.
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level of data protection across the EU and its Mentitates. The question is whether
the current system of DNA data protection in thedpean Union, which applies only
to "exchanged DNA data" is adequate to ensure tefeeprotection of data transmitted
between the Member States.

Indeed, the European system of protection applsto the data being sent or
having been sent pursuant to Council Decision BIIBIHA (Art. 24.23". This limited
scope means that there will be a two-tier dataggotain system: one applicable to cross-
border data and another for national data.

On one side, the cross-border protection regiméicgiye to exchanged DNA
data, i.e., data transmitted or made availablenogleer Member State. This system will
be the one that implements the data protectionigioms of Chapter 6 of Decision
2008/615 into the national law of the Member Statgslved in such supply under said
Decision, may not take place until the provisionts tbis Chapter have been
implemented (article 25.2 Decision 2008/615). Thaudil will decide whether the
States have complied with this requirement, whiolesdnot apply to Member States
exchanging DNA data under the Prim Treaty (art28e3). Alternatively, the national
DNA data protection system, which is the one retgalan the Member State and
applicable to data obtained from each State whednhnvolved in an exchange.

However, this dual system can involve dire consegee for the effectiveness
of the measuré. In fact, some of these negative effects weregmtesl by the European
Parliament’® and the European Data Protection Super¥isturing the processing of
Framework Decision 2008/977. Such objections mago dbe extended to data
protection rules laid down in Decision 2008/615/JHA particular, we highlight the
following arguments:

Firstly, the difficult determination, at any padlar time, of the applicable
regime to national or community data, when it iexded or processed and it is not
known whether or not it will be a subject furthecckange between Member States.
Similarly, the increasingly frequent occurrenceddferent levels of protection of data
contained in criminal records of many Member Statesne from other Member States
authorities and others obtained at home. Thirdlyjsi difficult to consolidate an
environment of mutual trust because, in the absehocemmon standards for national
and cross-border data, it will make it difficult &xcept the data exchanged between

27 And this in contract to the provisions of varigostruments of the Council of Europe, which
do not provide such a distinction, such as ConwantiO8 for the Protection of Individuals with regjdao
Automatic Processing of Personal Data, the Addiid®rotocol on control authorities and the transfer
data (No. 181) and Recommendation No. R (87) lth@fCommittee of Ministers regulating the use of
personal data in the police sector, adopted byGbencil of Europe on 17 September 1987, which,
although it was endorsed by all Member Statespisrbinding legal instrument.

% These points are widely discussed in CABEZUDO BAM. J., “La proteccién de datos
personales tratados en el marco de la cooperaoiiigb y judicial en materia penal”, in the Chartef
Fundamental Rights of the European Union, Madiid Golex, 2008, p. 335-336.

% This can be read in the Explanatory MemoranduthéoReport on the proposal for a Council
Framework Decision on the protection of persongh ggocessed in the framework of police and judlicia
cooperation in criminal matters [COM (2005) 04 466-0436/2005- 2005/0202 (CNS)] of the Committee
on Civil Liberties, Justice and Home Affairs of @B.2006. The reference is PE 370.250v02-00.

%0In this context, please see the Second opinioAAEY1/02), paragraphs 10 to 17, as well as
the Third Opinion (2007/C139/01), paragraphs 161€y issued by the EDPS on this Framework
Decision.
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Member States. Lastly, the weakening of the pasitibthe EU in its negotiations with
third countries as USA, due to the inability subth# communication of personal data
to an appropriate level of internal protecftbn

To avoid the aforementioned negative effects, theee two complementary
solutions: first, that Member States develop aomali protection regime in a way
similar to the protection regime applicable to éxehanged data.

Alternatively, as indicated in a previous paPethat European institutions
extend the cross-border regime already approveBUnrules to their national data.
Perhaps this could occur if we take advantage @fptbssibilities offered by the Treaty
of Lisbon. In this sense, we now know, thanks ® rilew legal framework established
by the Treaty of Lisbon on the protection of peedastata (article 16 TFEU), that the
Commissiof® has undertaken to examine the possibility of editemthe application of
general rules of data protection in the areas dicgpoand judicial cooperation in
criminal matters, even for national processing.

With these considerations in mind, we will now urtdiee an initial analysis of
the protection system for exchanged data. We wdlL§ on the relevant provisions of
Decision 2008/61% and, in general, Framework Decision 977/2008hat €onvention
108 is considered to have been replaced by Deci®8/977°, without prejudice to
the fact that the Convention applies to the natidaga protection system and because
the Recommendation No. (87) 15 is non-binding. Btbtd regulation contained in
Council Decision 2008/615, and Framework Decisidd0&977 address to the
protection of fundamental rights which may be a#dcunder the "processing of
personal datd®. This safeguard is achieved mainly through théusion of a number
of provisions in the Prim Decision, among otherstlee purpose of the data (article
26), the quality of the data (article 28) techn@atl organisational measures (article 29)
and logging and recording (Article 30), which aremplemented by provisions in
Framework Decision 2008/977, among others, on theciples of lawfulness,
proportionality and purpose (article 3), the qyatif the data (article 4), confidentiality

3. The EDPS, in its first opinion (OJ C 47/39, 25(0@), paragraph 101, states that
paradoxically personal data could be transferredthiod countries — disregarding any adequate
protection of personal data — more ‘easily’ tharotber Member States anfd that this would give tise
possibilities of ‘information laundering’

32 CABEZUDO BAJO, “DNA databases: methodological aygmh, family searches and DNA
data protection system in the EU” in Kengyel andmdesanyElectronic Justice. How new technology
can make the procedure more effegt®pringer, 2011.

33 Communication from the Commission ... COM (20109 @inal, pp. 15 & 16.

3 Many of the deficiencies that the Prim Treaty aon# in relation to the fundamental right to
data protection have been highlighted by FREIXAS NSBWAN, T., “Proteccion de datos y
globalizacion”. La Convencién de Priim”, RDCE, npJa@nuary-June, pp. 14-19; ACED, E., “Ejercicio y
garantia del derecho a la proteccién de datos paliesoen el Convenio de Prim”, RDCE, no. 7, Jaruary
June, 2007, pp. 82-92; CAMARA, G., “La garantia Ide derecho fundamentales afectados por la
Convencion de Prim”, RDCE, no. 7, January-June7 20@rticularly, pp. 107-117.

% This Framework Decision has been analysed by AIREARFERNANDEZ, J., in.,“La Unién
Europea, la Sociedad de la Informacion y la pratecde datos personales tratados en el marco de la
cooperacién policial y judicial en materia penal:Decisién marco 2008/977 JAI del Consejo, de 27 de
noviembre de 2008, Revista General de Derecho Eoram. 19, October 2009, who stressed the fact
that the Framework Decision provides general piori applicable in the absence of anything more
specific.

% Articles 24.1 a), 24.2 of Council Decision 20086and articles 1, 2. a) and 2. b) of the
Framework Decision 2008/977.
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(art. 21), security of processing (article 22), &aes (article 24), defining the right of

access (article 17), the right to rectificatiomasare or blocking (article 18), the right to
compensation (article 19) and the right to judicehedies (article 20) . In particular,

we will offer two considerations regarding data lgyaand data processing, as well as
on the limitation of the purposes of such proceagssince these issues were very
controversial during the processing of the Framé&iecision 2008/977.

As for the quality of the data (articles 28 of thecision 2008/615 and 8, in
relation to article 4, of the Framework DecisiorD2®77), it is true that the latter states
that the competent authorities shall, as far astigable, verify the quality of personal
data before they are transmitted or made availahtk take all reasonable steps to
provide that personal data which are inaccuratmmplete or no longer up to date are
not transmitted or made available. This provis®mxitremely accurate, since the police
often use unverified data, based on mere presungptidevertheless, it has abolished
the distinction between different types of peopglattdata can relate to (suspects,
convicts, victims, witnesses, etc), that by conframs established in article 4.3 of the
Commission's initial proposal. In this regard, BPS’ emphasised the quality of data
and, in particular, understood that this distinctveas an essential safeguard that should
not be deleted from the final text of the decisiominly regarding the differential
treatment which should be given to these peopleeaally when it comes to
individuals who are not even suspects. In this eettee Commissiofl has recently
undertaken the commitment to examine the needpleciic and harmonised provisions
in the new framework for data protection, for exéamm regard to the distinction of the
different categories of data subjects as estaldisipginciples 2 and 3 of
Recommendation No. R (87)15.

Lastly, in relation to the processing of the datd the limited purposes to which
the data may be put (article 26 Decision 2008/648 article 3 of the Framework
Decision 2008/977) rightly regulates the principtdslawfulness, proportionality and
purpose of processing. The above principles prothidepersonal data may be collected
by the competent authorities only for specific, leetpand lawful purposes within the
scope of their activities, and "processed” only tfeg same purposes for which they
were collected. Such processing must be lawfulgaate, relevant and not excessive.
Following such a rule, both Decision 2008/615, &vdmework Decision 2008/977
establish the same exception, while the Framewa&idion 2008/977 adds two more.
While these exceptions may be fortunate, since théyrs to the fact that these goals
are not incompatible with the purposes for whichadavere collected and their
processing is necessary and proportionate to tlemtiier purposes, the case provided
in both community laws is criticisable. Said lawkwa for the processing of data for
other purposes solely with the prior authorisattbthe Member State administering the
file and subject only to the national law of theewing Member State. According to
these provisions (art. 26.1 Prim Decision and JF2amework Decision 2008/977), the
contents of this exception could be left to theedion of national legislation, which is
harmful to achieving the intended harmonisatiodatf protection laws.

Consequently, after the Treaty of Lisbon it is rwtly possible but also
necessary to extend the scope of the laws on pedrdata protection to cooperation in
criminal matters, subject to legal recognition ledit own specialities. Also, these rules

3" Please see their second report, item 18.
3 Communication of 4.11.2010 COM (2010) 609 final1p.
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have to be more respectful of the fundamental sigbbncerned, especially the
fundamental right to protection of personal dataleast in relation to data quality as
well as in connection with the processing of datd Bmitation of purpose. Lastly, in
order to achieve complete harmonisation of thellef/@ersonal data protection within
the EU and among the Member States, it would bessaery to extend the protection
system laid down at the EU level, not just on tagadexchanged, but also to national
data.

3. National level:

Nationally, the first country to legally establialDNA database was the United
Kingdom (1995), followed by the USA and other coies around the worfd. In the
EU, most of the 27 Member States have regulateide@NA databases and in other
cases, such regulation is pending. Therefore, oightnask, if Member States have
regulated the protection of personal data, wouldeitapplicable to DNA data?. While
this is a question we have to answer, the trutthas on the national level there is a
problem of double system of data protection. Theans that Member States will have
to legislate a general system of protection forhexged data, on the one hand, and
another system for national data, on the othercfoninal matters and applicable to
DNA data.

As for the general system of protection for exclemhgata, applicable to the
DNA data, as already indicated, the European lagislhas subordinated such an
exchange to the implementation in the national tdwhe Member States of the data
protection provisions of Decision 2008/615, exdepiMember States that were part of
the Prim Treaty (article 25.2 and 25.3). In additivlember States must develop the
provisions of Framework Decision 2008/977, as iplegs subsidiarily to the Prim
Decision. In any case, each Member State shallrerikat the law offers a level of data
protection at least equivalent to that resultirggrfrthe Council of Europe Convention of
28 January 1981 for the Protection of Individualthwegard to Automatic Processing
of Personal Data, the Additional Protocol of 8 Nwmwer 2001, and follow
Recommendation R (87) 15, of 17 September 198@eo€Committee of Ministers of the
Council of Europe to the Member States regulatigguse of personal data in the police
sector, even when the data are not processed bygutem(art. 25.3). With regard to the
general national data protection system applicableNA data, it should still take into
account the special characteristic of criminal law.

Specifically, in our country the police DNA databas regulated by Organic
Law, 10/2007 of October 8, regulating the policéalase on identifiers obtained from
DNA. Said Organic Law was developed by RD 1977/200828 November, which
regulates the composition and functioning of theéidial Commission for the forensic
use of DNA. This regulation has met the constitudiorequirements (article 81 SC)
stating that fundamental rights, in this case,ritjets to the protection of personal data
(article 18.4 SC) and privacy (article 18.1 SC) thesdeveloped by Organic Law. And
this in comparison with the criticism against thepous situation, in which DNA

3 The three surveys conducted by INTERPOL, theita8008, aimed at determining the use of
DNA profiling in criminal investigations among it88 Member States were answered by 172, with the
responses saying that 120 countries have used DiAlipg in police investigations and 54 have
national DNA databases. Available at:
http://www.interpol.int/Public/ICPO/Publications/HdbookPublic2009.pdf
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databases of the National Police (VERITAS) and @mnl GUARD (ADNIC), were
regulated by Ministerial Ordefs By virtue of said Organic Law, although not
explicitly stated, the Scientific Police may mak®uiries and comparisons between
profiles "nationwide™" and the databases may beeshlay Spain in an exchange of DNA
information with third countries in accordance wittternational conventions ratified by
Spain and in effect (article 7.3.a), in order ttiage a cross-border match. Organic
Law 10/2007 contains inadequate data protectiordstals specifically applicable to the
DNA data and that referring to the security levelguired (article 8) and the
cancellation, rectification and access to dataic{art9) is insufficient. In fact, the
Organic Law refers to all matters not covered then® the Organic Law on Personal
Data Protection (Second Additional Provision). I& wnake a first analysis of said
regulation, taking into account the need to proadiual system of data protection, we
could highlight some shortcomings.

In this regard, the cross-border regime would ¢onfith the Data Protection
Act (LOPD), because it excludes from its protectadndata "files established for the
investigation of terrorism and other serious orgedicrime”(article 2.2 ¢} Therefore,
Spain would have to establish a general systermatégtion for data exchanged within
the EU, admissible in Spanish criminal proceedingsich would also apply to files
established for the investigation of terrorism asttier serious forms of organised
crime®. Such regulation would have to respect the remeres of the principle of
proportionality. As for the national system devadpspecifically in the OL 10/2007
(articles 8 and 9), although the law itself prowder the direct application of the
Personal Data Protection Act, which, as indicatdgoes not apply to files for the
investigation of terrorism and organised crime. r€h@e, Spain would have to identify
a national system of protection for data admissiblé&panish criminal proceedings,
which would also apply to files established for theestigation of terrorism and other
serious forms of organised crime. Similarly, givixe impact on fundamental rights,
this legal provision should be respectful of theuieements of the principle of
proportionality.

Member States and, particularly, Spain will haveestablish similar general
system of protection for data exchanged on thehamel, and a national system, on the
other, which is admissible in Spanish courts of,lawd which would also apply to
DNA data.

IV.CONCLUSIONS

Police DNA databases can only be truly effectivenf a legal standpoint, in the
fight against major national and cross-border crimeparticular organised crime and
terrorism, if the regulation thereof meets thregureements: first, the DNA evidence
must be lawfully obtained; second, the DNA evidenugst be obtained as reliably as
possible and, lastly, the DNA evidence must be adibie in the relevant court of law

“0 Said Ministerial Orders are INT/3764/2004 of 11vidmber on computer files of the Ministry
of Interior and INT/1751/2002 of 20 June on the paier files of the Directorate General of Police.

1 3aid exclusion from the scope of application @& Brersonal Data Protection Act established
under Article 2.2 was already highlighted in GonSamchez, Y., “Los datos genéticos en el Tratado de
Prim”, RDCE no. 7, January-June 2007, p. 144,

2 This has been highlighted by BAYO, J., “La coop#a internacional policial a la luz de la
Propuesta revisada de Decisiébn Marco relativadgeccion de datos” €ra proteccién de datos en la
cooperacién policial y judicialPamplona, Thomson Aranzadi, 2008, p. 31.
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However, given that what | refer to as "the tecbggl of DNA databases" includes
three phases, namely, the first phase of colleafdhe DNA sample; the second phase
of analysis of the DNA profile in the laboratory danfinally, the third phase of
processing of DNA data in a database, such DNAeandd will only be admissible in
criminal proceedings, if it was obtained lawfullgs reliably as possible and is
admissible in each and every one of the three ghase

Internationally, it is necessary to harmonise #eel of data protection applied
to international transfers between Member Stateb thivd countries. This could be
achieved by identifying minimum standards of datatgction implemented in each of
the international agreements and making them bgndin

After the Treaty of Lisbon it is not only possilidat also necessary to extend the
scope of the laws on personal data protection withé EU to cooperation in criminal
matters, subject to legal recognition of their ospecialities. Also, these rules have to
be more respectful of the fundamental rights camer especially the fundamental
right to protection of personal data, at leastafation to data quality as well as in
connection with the processing of data and linotatof purpose. Lastly, in order to
achieve complete harmonisation of the level of eat data protection within the EU
and among the Member States, it would be necessagytend the protection system
laid down at the EU level, not just on the datahexged, but also to national data.

Member States and, particularly, Spain will haveestablish similar general
system of protection for data exchanged on thehamel, and a national system, on the
other, which is admissible in Spanish courts of,lawd which would also apply to
DNA data.

Topics discussed in this paper have been raisedrder to highlight some
preliminary conclusions but continue being studie@inly in relation to other new
issues.
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